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Impacts 
{ For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study.}
	Affects:
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a 

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	770004
	Study on 5G message service for MIoT
	Rel-16 stage 1 study on 5G message service requirements

	810050
	5G message service
	Rel-16 stage 1 normative work on 5G message service requirements

	840036
	Study on support of the 5GMSG Service
	Rel-17 stage 2 study on 5G message service architecture and procedures


3
Justification
SA1 has completed the stage 1 work of defining the requirements of the 5GMSG Service (message service for MIoT over 5G System) as specified in 3GPP TS 22.262 (related study is in 3GPP TR 22.824). SA6 is under progress of defining the architecture and procedures to support the 5GMSG service. As identified by SA1 in TS 22.262, security requirements have to be met in order to support the 5GMSG service. Besides, the WID proposal from SA6 SP-190478 has involved SA3 to consider security aspects of the 5GMSG service. While the relevant SA6 study item (FS_5GMARCH) has not officially completed yet, it’s observed there exist some agreements on architecture enhancements based on 5G architecture, which need security consideration.
For example, for the following scenarios from TS 22.262, the content of the messages are required to be integrity and confidentially protected. For each scenario and for different UE types (5GMSGS UE, Legacy 3GPP UE, Non-3GPP UE), whether existing security mechanisms can be used to achieve the integrity and confidentiality protection under the architecture defined by SA6 need to be investigated.
a) point-to-point message
b) application-to-point message 
c) group message
d) broadcast message

Besides, looking at the architecture of 5GMSG defined by SA6, there are several new interfaces (MSGin5G-1 from 5GMSG UE to MSGin5G server, MSGin5G-2 from 3GPP network to MSGin5G server) where security protection has to be studied.
This study item is to analyze the security requirements of 5GMSG service, and thus investigate how to support the security protection of 5GMSG Service over the 5G system.
4
Objective

The objectives of this study item are
· Analyze the security requirements from SA1 and SA6 about 5GMSG service, and further identify security key issues to fulfil the security requirements. 
· Based on the security key issues, find out solutions to ensure the functional architecture (including APIs) and the procedures for 5GMSG to avoid security vulnerabilities. 
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	33.XXX
	Study on security aspects of the 5GMSG Service
	TSG#91
(MAR

2020)
	TSG#92
(JUNE
2021)
	Xiaoting Huang, China Mobile, huangxiaoting@chinamobile.com
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Work item Rapporteur(s)
Xiaoting Huang, China Mobile, huangxiaoting@chinamobile.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
SA6 for architectural aspects
9
Supporting Individual Members
	Supporting IM name

	China Mobile

	China Unicom

	Huawei

	ZTE

	CATT

	


